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Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property 
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trademarks, copyrights, or other intellectual property. 
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addresses, logos, people, places and events depicted herein are fictitious, and no association with any 
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Introduction 

This Document 
The Microsoft Dynamics™ CRM ISV Software Solution Test Guidelines describes the technical 
requirements that an application must meet to integrate and operate with Microsoft Dynamics CRM 
version 4.0. For information about testing of the requirements, see the "How to Comply" and "Test 
Methodology" sections in each requirement description. 

Program Overview  
Welcome to the ISV Software Solution Test Guidelines for Microsoft Dynamics CRM 4.0. This document 
describes the requirements that an Independent Software Vendor (ISV) application must meet to 
integrate and operate with Microsoft Dynamics CRM.  

The goal of the test is to increase the quality of applications that run in the Microsoft Dynamics CRM 
environment. The purpose of this test is to give the market the assurance that ISV applications built on 
Microsoft Dynamics meet technical requirements that ensure a high standard.  

The test guidelines are designed to walk you through the test process and to help you make sure that 
your application meets the requirements.  

This document provides the following: 

• An explanation of the testing process 

• Definitions of the software requirements 

• Descriptions of development, test, and documentation best practices 
 

To pass the test, an ISV must demonstrate the development quality of its product and its ability as a 
software company to maintain and enhance that product in the future. Therefore, the test includes a 
technical review and an in-lab inspection. The actual test is administered and conducted by a third-party 
vendor.  

We welcome your comments and suggestions. Please contact dyncert@microsoft.com with your 
feedback. 

Contents of the Test Guidelines 
The Microsoft Dynamics CRM ISV Software Solution Test Guidelines describes the test requirements, 
recommendations, and best practices. The guidelines are presented in individual, subject-based modules, 
some of which may be common to other Microsoft Dynamics tests. 

This document contains the following sections:  

• Introduction (this section) explains the purpose and high-level requirements of the test. 

• Testing Process describes how the testing process works, from qualification through 
communication of test results. 

• Documentation Requirements provides a summary of the documentation that you must submit 
with your application. 

• Test Requirements defines in detail each requirement category, how these requirements are 
tested, and what you can do to make sure that your application meets the requirements. 
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Products Versions Supported 
The intent of the test is to support Microsoft’s latest shipping version of a product. For that reason, ISV 
applications submitted for testing must run on Microsoft Dynamics CRM version 4.0 with the latest service 
pack installed.  

Types of Solutions 
Microsoft Dynamics solutions fall into three general categories and three setup complexity levels. The 
category and setup complexity of a solution determines (in part) the type and complexity of the testing 
requirements and the costs associated with testing the solution.  

Figure 1 shows the different solution categories and setup complexity levels. 

 
 

 

Figure 1 
Solution categories and solution setup complexity levels 

 

ISV software solution complexity falls into one of the following categories (listed from least complex to 
most complex): 

• An embedded or in-product solution is an ISV application that extends Microsoft Dynamics by 
using only the tools provided with the Microsoft Dynamics product. For example, an embedded 
application can be built using CRM SDK.    

• A connected solution is an ISV application that uses Microsoft Visual Studio, the .NET 
Framework, or similar tools to connect to the Microsoft Dynamics product.  

Typically, a connected solution refers to a standalone product that interoperates with the core 
Microsoft Dynamics product by using it as a business rules engine. The solution might establish 
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interoperability by using Web Services, .NET Framework assemblies that run on a Microsoft 
operating system. 

• A multiple solution is one that extends or connects to Microsoft Dynamics and other Microsoft or 
other third-party technologies. 

Setup complexity falls into one of the following categories (listed from least complex to most complex): 

• No setup (potentially a hosted solution) provides services to customers, who do not have to 
purchase, install, or maintain the software or hardware. Hosted solutions have no setup 
requirements for end users; however, installing and configuring a hosted solution can be 
extremely complex, and the test vendor may not have the hardware, custom software, or services 
that the solution requires.  

• A simple setup is one that the test vendor can install and configure without requiring a restorable 
backup, virtual PC (VPC), or other additional assistance.  

• A complex setup is one that the test vendor cannot completely replicate; for example, solutions 
that require specific hardware, custom software, or back-end services that the vendor cannot 
duplicate. 

Retesting 
Test results are valid for 24 months. When retested, the ISV application must be updated to support the 
latest Microsoft Dynamics version, including the latest service pack. 

More Information 
For more information about the functionality of Microsoft Dynamics CRM, see the Microsoft Dynamics 
CRM Home Page at http://www.microsoft.com/dynamics/crm. 

For more information about the Microsoft Partner Program, see the Microsoft Worldwide Partner Portal 
Home Page at http://partner.microsoft.com. 

For more information about how the ISV test helps you earn partner program points, see the ISV 
Software Testing Framework page at 
http://partner.microsoft.com/global/program/competencies/40011374. 

For more information about the Microsoft Dynamics ISV/Software Solutions competency, see the 
Microsoft Dynamics Testing for ISVs page at 
http://partner.microsoft.com/global/program/competencies/40013116. 
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Testing Process 

Microsoft offers ISV software solution testing through an independent third-party test vendor. ISVs 
register for the test by visiting the test vendor's Web site referenced on the Microsoft Web page. The 
vendor site contains a description of the test, as well as an application form with a published test fee 
schedule.  

Depending on the type of solution (embedded, connected, or multiple) and the solution setup (simple or 
complex), different test methods will apply for which the test fee will vary. You can make your solution 
available to the test vendor for testing by using any of the following methods: 

• Providing the software with installation instructions for the test vendor to install 

• Sending a virtual server image of a working configuration of the product to the test vendor 

• Using an interactive Live Meeting session to provide access to a working configuration of the 
product 

After you register your software solution and pay the test fee, the test vendor will contact you with detailed 
information about the testing process you have selected. For processes involving shipping software or 
virtual server images to the test vendor, you can choose to send the software on media (CD/DVD), 
upload to an ftp server, or have the test vendor download from your server. If you choose to use Live 
Meeting to provide access to your solution, the test vendor will contact you to schedule the session. 

The following requirements are particularly important: 

• Pre-qualification is required. You are responsible for making certain that your solution and 
organization meet the requirements for submitting and maintaining a Microsoft Dynamics-based 
solution.  

• You must submit a number of documents as part of the test. These are identified in the 
appropriate test modules, as well as in a summary checklist. See the Documentation 
Requirements section of this document. 

• You must upload documents and your solution to the test vendor’s servers for testing. If your 
setup is complex, you must be prepared to use Microsoft Live Meeting to demonstrate the 
solution to the test vendor. 
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Documentation Requirements 

The checklists in this section describe the items that you must include when you submit your software 
solution for testing or retesting. 

First-Time Software Test Requirements 
The following checklist describes the documentation that you must include with your solution. Note that a 
single document may contain information that meets multiple requirements. For that reason, the actual 
number of documents might be significantly smaller than the number of items in this list. 

Requirement Check 

The ISV solution (your application software) and product documentation. This can be in 
the form of a CD or other distributable media, or you can use a virtual server image or 
Live Meeting session to demonstrate your software. 

 

Description of the business functionality that the ISV application provides and examples 
of key usage scenarios. 

 

Copy of ISV agreements with end customers.  

Bug tracking documentation with the following elements: 

• Description of the ISV bug tracking system. 

• Sample bug report that shows the following: 

o Bug number 

o Date that the bug was entered into the system 

o Severity:  Severity 1 = Causes the application to crash or data is lost. 
Severity 2 = Business process cannot be carried out according to 
specification. Severity 3 = Bug with workaround 

o Tracked by name 

o Name of customer who reported the bug 

o Procedures for reproducing the bug 

o File attachments, if applicable 

o Proposed solution for correcting the bug 

o State: Open; Will be corrected in the next service pack; will be corrected 
in next release; closed 

 

Partner-facing implementation guide appropriate for VARs or others who intend to 
deploy your application. This must include the operating system, service packs, 
database, browsers required and/or supported by the application, and setup/uninstall 
procedures.  

 

A training log that shows how ISV staff are meeting the security education requirements 
for trustworthy computing. 

 

List of all resources that the ISV application adds to Microsoft Dynamics CRM and 
complete instructions for uninstalling the ISV application. If it is not possible to uninstall 
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the ISV application, you must state this in the documentation. 

List of all registry settings generated during installation.  

List of all folders (new and existing) where files are placed during installation.  

List of all components used by the application.  

Sample data for testing. This may or may not be part of the core application installation.  

Description of the ISV support and escalation process.   

Description of the ISV update process for hot fixes and service packs.  

Software Retest Requirements 
The following checklist describes the documentation that you must include with your application when you 
submit it for retesting. Note that a single document might contain information that meets multiple 
requirements. For that reason, the actual number of documents could be significantly smaller than the 
number of items in this list. 

Requirement Check 

The ISV application (your application software) and product documentation. This 
can be in the form of a CD or other distributable media, or you can use a virtual 
server image or Live Meeting session to demonstrate your software. 

 

What’s New document that describes the business functionality of the new release  

Description of the changes to objects and components.  

Description of the changes to the data model.  

Upgrade scripts for the new release.  
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ISV Software Solution Requirements and Recommendations 

The Microsoft Dynamics CRM ISV solution test requirements ensure that ISV applications integrate with 
Microsoft Dynamics CRM without causing system problems or errors. Microsoft and third-party test 
vendors worked together to define the minimum requirements that an ISV application must meet to 
operate successfully in a Microsoft Dynamics CRM environment.  

Note: The test does not validate the correctness or relevance of ISV application functionality. 

This section describes the test requirements and recommendations and the procedures for verifying that 
each requirement is met. Recommendations will be considered for inclusion as requirements in later 
versions of this test. 

Checklist for ISV Solutions 

Windows • Windows Server 2003 
o Resources 
o File Protection 
o Hardware Compatibility 
o Kernel-mode Verification 

• Windows XP (client) 
o SP2 or greater 

• Window Vista (client) 
o RTM or greater 

• Office 
o Office 2003 
o Office 2007 

.NET • .NET Framework 
o Version 

� Framework 3.0 or greater (CLR 2.0) 
• Plug-in Assemblies & ActiveX Controls 

o Naming 
o Signing 
o Versioning 

CRM Customizations and 
Extensions 

• CRM 
o Registry Entries 
o Files & Folders 
o SDK 
o Metadata & Schema 
o Data Access 
o Data Synchronization 
o Security 

User Experience and Usability • CRM UI 
o Sitemap 
o ISV Config 
o IFrames & Forms 
o Outlook Custom Forms 
o Help Customization 
o Accessibility 

Setup Requirements • Installation & Un-installation Instructions 
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Requirements 

Windows 

Summary Exception
s (On-
Premise) 

Exceptions 
(Live) 

1.1 Do not misuse heaps, page heaps, locks and handles 
1.2 Do not attempt to replace files under Windows File 
Protection 
1.3 Any device or filter drivers shipping with the application must 
pass the Windows Hardware Compatibility Test. 
1.4 Any kernel-mode drivers that the application installs must 
pass verification testing on Windows Server 2003 or 
Windows/XP as appropriate 

None. None. 

1.1 Do not misuse heaps, page heaps, locks and handles 

Summary and Intent 
The heap, critical sections, and handles can be misused, resulting in less reliable applications and 
failures with subtle circumstances that affect customers but may not be easily reproducible. You can 
easily test each of these items to ensure they are not misused. Applications must not misuse these 
resources in any way that could ever have potential negative consequences.  

Note: This section does not apply to applications written using the .NET Framework, as long as the 
application does not have components written in native code. 

How to Comply 
Heap Use 

Dynamic memory allocations come from the heap. Heap errors can result in security holes and can cause 
an application to fail. There are several invalid ways to use the heap, including: 

• Allocating memory by writing beyond the end of the allocation (buffer overruns) 

• Using allocated memory after it is freed 

• Freeing an allocation twice 

• Freeing unallocated memory 

• Using wrong heap pointers 

Critical Section Use (Locks Usage Checking) 

Critical sections are user mode synchronization primitives that guarantee exclusive access to application 
data in a multithreaded environment. 

Invalid uses of critical sections include: 

• Releasing a critical section that the current thread does not own 

• Terminating threads while they own critical sections 

• Using a critical section before being initialized 

• Leaking critical sections (for example, did not call DeleteCriticalSection) 

• Double initialized critical sections 

Handle Use 
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Kernel handles—including handles to files, events, and so on—can also be misused in the following 
ways: 

• Reusing a handle after being closed 

• Using a handle for an operation that requires another handle type (you cannot read from an event) 

• Using a random handle value 

• Using a null handle or a pseudo-handle—for example, values returned by GetCurrentProcess()—when it 
is not permitted 

Test Methodology 
Applications must be able to perform all of their primary functions while it runs under Application Verifier 
configured to detect heap corruptions, invalid locks usage (critical section use), and invalid handle usage. 
If any of these significant resource use errors occur, the application fails this requirement. Whether the 
resource use error occurs in the application or in a component external to the application because of the 

way that application uses that component, the customer using the application is exposed to potentially 
serious consequences. Depending on the error and the version of Application Verifier, these errors are 
exposed in different ways. 

Please refer to Appendix A for details on Application Verifier Please refer to Appendix B for details on 
how to configure Application Verifier for this Test. 

Criteria for Passing 
Application does not break into the debugger, crash, or fail to run with the Application Verifier with all of 
the three tests checked. If the application appears at first glance to be unresponsive but does respond 
eventually, this behavior is not a failure. 

1.2 Do not attempt to replace files under Windows File Protection 

Summary and Intent 

• Perform the initial application installation without attempting to replace any files protected by 
Windows File Protection (WFP).  

• Perform any just-in-time installations without attempting to replace any files protected by 
Windows File Protection. 

How to Comply 
The application must not attempt to replace any files that are protected by Windows File Protection 
(WFP). To ensure that the application does not invoke WFP, it should call SfcIsFileProtected when 
installing any file that it did not create. The Windows Installer service does this automatically. 

Protected files include the following files that ship on the Windows Server 2003 product CDs: 

• Most .SYS, .DLL, .EXE and .OCX files. 

• The following fonts: Micross.ttf, Tahoma.ttf, Tahomabd.ttf, Dosapp.fon, Fixedsys.fon, Modern.fon, 
Script.fon, and Vgaoem.fon. 

Note: Some redistributable files, such as specific versions of Microsoft Foundation Classes (MFC) DLLs, 
are installed by Windows Server 2003 and are protected by WFP. 

Protected files form the core of the operating system and it is essential for system stability that the proper 
versions be maintained. These files can only be updated through service packs, operating system 
upgrades, Quick Fix Engineering (QFE) hotfixes, and Windows Update. Applications cannot replace 
them, and attempting to replace these files by any means other than those listed above will result in the 
files being restored by the Windows File Protection feature (see the subsection About Windows File 
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Protection, below). If the application requires newer versions of these components, it must update these 
components by using a Microsoft Service Pack that installs the required versions.  

EXAMPLE: When Microsoft publishes an update to DirectX, it will be provided in a package (either a 
Windows service pack or its own service pack). An application including the updated DirectX must use 
the package install and not attempt to directly install files from the package. Installing individual files is not 
allowed; in addition, Windows File Protection would prevent it and the user experience would be poor. 

About Windows File Protection 

Windows File Protection is a feature of Windows Server 2003 that prevents the unauthorized replacement 
of essential system files. WFP runs as a background process on Windows Server 2003 and monitors the 
files listed earlier in this section. When WFP detects that a protected file has been changed, it restores 
the original. Do not prompt the user to update or delete any Windows File Protected components. 

Note: Attempting to install components that are under Windows File Protection but have not yet been 
installed on the system will cause Windows File Protection to install the components. This is correct 
behavior.  

Test Methodology 
1. Empty the Windows File Protection (WFP) DLLCache as follows: 

a) Browse to C:\windows\system32\dllcache. 

b) Select all the files in the folder. 

c) Hold down SHIFT and press DELETE. SHIFT+DEL deletes the files instead of moving 
them to the recycle bin. This step ensures that Windows Server can’t find any copies of 
these files anywhere on the computer. Answer yes to any dialog boxes warning about the 
file types you’re deleting. Verify that the dllcache folder is empty when the delete process 
ends. 

1 Set the Windows File Protection (WFP) DLLCache to zero size as follows: 

a) Open a command window. 

b) Type the following command line and press ENTER: 
C :\> sfc /cachesize=0 

c) Exit the command window and reboot, 

2 Remove the Driver.cab file from the system folder tree as follows: 

a) In Explorer, browse to C:\Windows\Driver Cache\I386 

b) Select the Driver.cab file. It may look like a special folder, not a .cab file. 

c) Either delete the .cab file or move (not copy) it to an archive location (such as E:\Spec Test) that’s 
not on the system drive C. 

3 Use Application Verifier to determine if the application or its (un)installer attempt to overwrite files 
protected by WFP Please refer to Appendix A for details on Application Verifier Please refer to 
Appendix C for details on how to configure Application Verifier for this Test. 

Criteria for Passing 
The AppVerifier log must report no violations of WFP.  
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1.3 Any device or filter drivers shipping with the application must pass the Windows 
Hardware Compatibility Test. 

Summary and Intent 
Any hardware device drivers or filter drivers for categories that the Windows Hardware Quality Labs 
(WHQL) accepts must pass the relevant tests in Windows Hardware Compatibility Test (HCT) 11.0 or 
later. 
For certain categories of drivers, Windows Server 2003 warns end users if they attempt to install a driver 
that does not have a digital signature from Microsoft.  
 

How to Comply 
Any drivers that the WHQL accepts must be digitally signed by Microsoft.  
Note: For drivers that WHQL does not accept, the requirements in this section do not 
apply. 

Test Methodology 
Use Application Verifier to determine if the application or its installer installs any unsigned device drivers. 
Please refer to Appendix A for details on Application Verifier Please refer to Appendix C for details on 
how to configure Application Verifier for this Test. If the AppVerifier log contains errors or warnings about 
unsigned drivers, use sigverif.exe to identify unsigned drivers. Please refer to Appendix D for details to 
use sigverif.exe. 

Criteria for Passing 
The AppVerifier log must report no unsigned drivers being installed. 
 

1.4 Any kernel-mode drivers that the application installs must pass verification testing on 
Windows Server 2003 or Windows/XP as appropriate 

Summary and Intent 
Poorly written kernel-mode drivers have the potential to crash the system. 

How to Comply 
It is critical that any application that includes kernel-mode drivers, such as backup, copy protection and 
compact disc (CD) burning products, be thoroughly tested to minimize this risk. 

Test Methodology 
Use Application Verifier to determine if the application or its installer installs any kernel mode device 
drivers. Please refer to Appendix A for details on Application Verifier Please refer to Appendix C for 
details on how to configure Application Verifier for this Test. If the AppVerifier log contains entries 
indicating kernel mode drivers are installed, test the drivers with Driver Verifier Please refer to Appendix E 
for details to use Driver Verifier. 

Criteria for Passing 
The application must be able to exercise its primary functionality with Driver Verifier enabled. 

.NET 

Summary Exceptions 
(On-
Premise) 

Exceptions 
(Live) 
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2.1 Application must be written using .NET CLR 2.0 

2.2 Managed Assemblies must be strong named and signed 

2.3 Security Development Best Practices 

None. None. 

2.1 Application must be written using .NET CLR 2.0 

Summary and Intent 
Applications must use the latest release of the Microsoft .NET Framework and pass the required FxCop 
tests. FxCop is a code analysis tool that checks managed code assemblies for conformance to the 
Microsoft .NET Framework design guidelines. 

Note: If the application has a small number of unmanaged code elements these will not have to go 
through the FxCop test. 

Resources 
For more information, see the following: 

• FxCop Web site: 
http://code.msdn.microsoft.com/codeanalysis/Release/ProjectReleases.aspx?ReleaseId=553  

• .NET Framework Web site: http://msdn2.microsoft.com/en-us/netframework/default.aspx  

How to Comply 
An ISV can download FxCop from the FxCop Web site. FxCop uses reflection, MSIL parsing and call 
graph analysis to inspect assemblies for more than 200 defects. 

FxCop includes the following rule libraries, based on the .NET Framework design guidelines that are 
loaded by default when a new project is created: 

• COM: Rules that detect COM Interop issues. 

• Design: Rules that detect potential design flaws. These coding errors typically do not impact the 
execution of your code. 

• Globalization: Rules that detect missing or incorrect usage of information related to globalization 
and localization. 

• Naming: Rules that detect incorrect casing, cross language keyword collisions, and other issues 
related to the names of types, members, parameters, namespaces, and assemblies. 

• Performance: Rules that detect elements in your assemblies that will degrade performance. 

• Security: Rules that detect programming elements that leave your assemblies vulnerable to 
malicious users or code. 

• Usage: Rules that detect potential flaws in your assemblies that can impact code execution. 

 Rules are assigned one of five importance levels: 

• Critical error: Issues that are highly visible, that prevent code from operating correctly in 
common scenarios, or both. Critical error messages should be resolved first, and should be 
excluded only after carefully assessing the impact of ignoring the error.  

• Error: Issues at this level have less impact on usability and behavior than critical errors, but 
should not be excluded without careful assessment. 

• Critical Warning: Issues that typically have little or no negative impact on code behavior; they 
are primarily concerned with code maintainability and correcting less-than-optimal choices for 



 

 

17 
 
MICROSOFT  DYNAMICS CRM  ISV SOLUTION SOFTWARE TEST GUIDELINES 
 

visible elements. However, for a minority of cases, these messages are considered errors and so 
they should be reviewed closely before being excluded. 

• Warning: Issues that are typically concerned with doing things correctly to keep your code base 
stable, extensible, and maintainable. 

• Informational: Messages returned by rules that report information about a target, rather than 
detecting errors in a target. 

No errors should be reported in any rules in the security category (exceptions can be granted for 
warnings). And all security exceptions must be reviewed by Microsoft. 

Test Methodology  
The test vendor will execute the FxCop analysis on the ISV application, using the FxCop version specified 
by the ISV. No errors should be reported in any rules in the security category (exceptions can be granted 
for warnings). All security exceptions must be reviewed by Microsoft. 

Criteria for Passing 
This requirement is mandatory. If the ISV application does not pass this requirement, it will fail the test. 

2.2 Managed Assemblies Must Be Strong Named 

Summary and Intent 

This requirement is included for security purposes. 

Resources 
The Sn.exe tool provided with the Microsoft Visual Studio® .NET development system supports the 
proper use of strong names. 

How to Comply 
The ISV must apply strong naming to managed assemblies. The exception is that if the ISV application 
uses a vendor or third-party assembly, the assembly does not need to be signed. The ISV should provide 
a list of vendor or third-party assemblies.  

Test Methodology 
The test vendor will use the Sn.exe tool provided with Visual Studio .NET to verify the proper use of 
strong names. 

Criteria for Passing 
This requirement is mandatory. If the ISV does not use strong naming for managed assemblies, the 
application will fail the test.   

CRM Customizations & Extensions 

Summary Exception
s (On-
Premise) 

Exceptions 
(Live) 

3.1 Perform primary functionality and maintain stability 
3.2 Do not add, modify or delete Microsoft Dynamics CRM registry 

entries  

None None 

3.3 Do not add, modify or delete files/folders installed by Microsoft 
Dynamics CRM 

Yes None 

3.4 Do not reference Microsoft Dynamics CRM web services, DLLs or 
interfaces that are not published in the CRM SDK.  

Yes Yes 

3.5 Do not modify the physical schema of the databases installed by None None 
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Microsoft Dynamics CRM 
3.6 Do not make direct updates to Microsoft Dynamics CRM Metabase 

or MSCRM Databases 
None None 

3.7 Do not leverage data synchronization mechanisms in Microsoft 
Dynamics CRM to synchronize application data 

None None 

 

3.1 Perform primary functionality and maintain stability  

Summary and Intent 
The application must perform its primary functions without compromising the stability of the application, 
Microsoft Dynamics CRM, or the operating system.  

How to Comply 
The application may not crash, or cause Microsoft Dynamics CRM or the operating system to crash while 
its primary functionality is exercised.  

Test Methodology 
A crash is any failure within a server component or service that either causes data loss or forces 
unscheduled downtime of the server or service. A crash within a client component or utility component is 
considered to be an application failure that prevents the user from continuing. A failure within a server 
component or service will not be considered a crash if it meets both of the following conditions: 

a) Does not cause loss of data, 

b) Does not force shutdown or unscheduled downtime for any server or service.  

A failure within a client component or tool will not be considered a crash if it meets all 3 of the following 
conditions: 

a) Does not cause loss of data, 

b) Displays information that would allow a typical user to understand what went wrong and how to 
avoid the problem in the future 

c) Allows the user to continue running the application or close it. 

Criteria for Passing 
Functionality of the application must be demonstrated without the application crashing or performing 
illegal operations. Identify all primary functions of the application, exercise them, and make sure the 
test application remains stable and does not contribute to system instability during the exploratory 
tests. 

 

3.2 Do not add, modify or delete Microsoft Dynamics CRM registry entries 

Summary and Intent 
It is not acceptable for an application to add, modify or replace registry entries made by the Microsoft 
Dynamics CRM application or Microsoft Dynamics CRM customization tools. 

How to Comply 

• Your app may add your own registry keys provided that they are not in the Microsoft CRM registry 
key tree (Client and Server). 

• Your app may add registry keys for Offline Client Plugin execution. See the SDK for more 
information regarding registering your public key token in the Offline Client’s Registry. 
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o HKEY_CURRENET_USER\SOFTWARE\Microsoft\MSCRMClient\AllowList\<Public Key 
Token> 

• Modifications to any registry entry or addition of any registry entry in the following hives are not 
allowed: 

• HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSCRM 

• HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Updates\Microsoft Dynamics CRM 

• HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server\CRM 

• Move registry entries to a custom Entity inside CRM for organization specific entries 

• Use a solutions specific registry hive for server specific functionality IE: 

o HKEY_LOCAL_MACHINE\SOFTWARE\<ISVVendor>\<Solution> 

Test Methodology 
The VeriTest-Rational Installation Analyzer will be used create snapshots of the file system and 
registry before and after installing the product being tested. These snapshots will be compared to 
determine any changes made to the file system and registry. 

Criteria for Passing 
If any addition/deletion/modification is detected in CRM registry entries, the ISV application will fail the 
test. 

3.3 Do not add, modify or delete files/folders installed by Microsoft Dynamics CRM 

Summary and Intent 
It is not acceptable for an application to add, modify or replace files installed by the Microsoft 
Dynamics CRM application or Microsoft Dynamics CRM customization tools.  

How to Comply 
The following is a list of the types of actions that are not allowed: 

• Modification to any file or addition of file to the Microsoft Dynamics CRM 

• This includes the web.config. Never modify the web.config file on the CRM Server or CRM 
Client. No exceptions. 

Program directory: <<installation drive>>\Program Files\MicrosoftDynamics CRM\ 

Following exceptions apply only for on-premise customers: 

• Server: 

• <webroot>\Help\PRO 

• <webroot>\bin 
[Note - You may add your strongly named assemblies to this file. Never modify DLLs in 
this folder which do not ‘belong’ to your company.] 

• <webroot>\ISV\<ISVname> 
[Note - Do not place any files directly in the ISV folder. Always create a subfolder.] 

o <<installation drive>>\Program Files\MicrosoftDynamics 
CRM\Server\ApplicationFiles\catalog.wci\ propstor.bk* 

o <<installation drive>>\Program Files\Microsoft CRM Email\Service\ 
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� …Microsoft.CRM.Tools.EmailAgent.configuration.bin 
� …Microsoft.CRM.Tools.EmailAgent.xml 

o <<installation drive>>\Program Files\Microsoft Dynamics 
CRM\Server\bin\assembly\* 

• Client 
o <install location>\client\res\web\Help\PRO 
o <install location>\client\res\web\bin 

[Note - You may add your strongly named assemblies to this folder. Never modify 
DLLs in this folder which do not ‘belong’ to your company.] 

o <install location>\client\res\web\ISV\<ISVname> 
[Note - Do not place any files directly in the ISV folder. Always create a subfolder.] 

Test Methodology 
The post-installation snapshot created by the VeriTest-Rational Installation Analyzer will show where 
new files have been installed after the installation of the product. 

Criteria for Passing 
The post-installation snapshot created by the VeriTest-Rational Installation Analyzer will show where 
new files have been installed after the installation of the product. Any new files in the Microsoft 
Dynamics CRM program directory will be noted, and will be grounds for failure 

 

3.4 Do not reference Microsoft Dynamics CRM web services, DLLs or interfaces that are not 
published in the CRM SDK 

Summary and Intent 
Applications may only reference the Microsoft Dynamics CRM Web services and DLLs that are 
published in the Microsoft Dynamics CRM SDK. All other Microsoft Dynamics CRM installed files can 
change at any time, and their use is not allowed. 

How to Comply 
The following is a list of the Web service and DLLs references that are allowed: 

• References to the CRM Web services CrmService, MetadataService, Discovery Service and 
Deployment Service. Always use the CRM 4.0 ‘2007’ end points. Do not use the 2006 CRM 
3.0 end points in certified solutions. 

• Reference to the Microsoft.Crm.Sdk DLL 

• Reference to the Microsoft.Crm.SdkTypeProxy DLL 

• You may also freely reference standard .NET Framework 3.0 Libraries. 

In Live Service it is not allowed to use to code plug-ins for plug-ins as well as custom workflow 
activities. 

Test Methodology 
All assemblies (.EXE and .DLL files) installed by the application will be scanned (e.g. using 
Dependency Walker (www.dependencywalker.com)) for calls to other Microsoft Dynamics CRM 
assemblies. 

o If this query returns anything, customizations are unsupported in CRM Online 
� select * from PluginAssembly where CustomizationLevel = 1 

and PublicKeyToken != 'null' 
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o If workflow.config or callout.config file is present in CRM server folder, it is not supported 
in CRM Online 

� <install location>\Program Files\Microsoft CRM\Server\bin\assembly 
 

Criteria for Passing 
Any references to unpublished DLLs or web services, will be flagged and will lead to test failure for 
ISV application. 

 

3.5 Do not modify the physical schema of the databases installed by Microsoft Dynamics 
CRM 

Summary and Intent 
Applications may not modify the physical schema of the MSCRM or METABASE databases installed 
by the Microsoft Dynamics CRM application. This includes any actions performed against the 
database without going through Microsoft Dynamics CRM customization tools. Tables, indexes, 
stored procedures, or views in the databases may not be modified. Modifications to Microsoft 
Dynamics CRM tables,  stored procedures, or views, is not permitted because of referential integrity 
and upgrade issues.  

How to Comply 

• Any changes to the database without using Microsoft Dynamics CRM customization tools may cause 
problems during updates and upgrades. 

• All new entities or extensions to existing tables must be made using the Microsoft Dynamics CRM 
customization tools or the metadata web service  

• Do not add DB Triggers 
• Do not add SQL Jobs 

 
Note: This applies to all Microsoft Dynamics CRM databases and the Outlook client MSDE. 

Test Methodology 
Using SQL Query Analyzer, all user tables, system tables, indexes, views, stored procedures, triggers 
on the CRM databases (CONFIGDB and CRM Database) will be recorded before the application is 
installed and compared with the results after installation.  

1) Open Query Analyzer and select the correct database from the list of databases. 

2) Type exec sp_help in the command field and press execute 

3) Select all user tables, system tables, indexes and triggers that appear and save as 
MSCRM.txt making sure to change “save as type” from *.CSV to all files. 

4) Install the application 

5) Repeat steps 1 – 3 again and then compare the two files using win diff. 

6) Do not modify Outlook Custom forms PST 

Criteria for Passing 
Comparison should be identical. Any additions will be noted and may be grounds for failure. 
Applications may not modify any of the Microsoft Dynamics CRM custom forms in Microsoft Outlook 
or .pst files. Microsoft does not support any such modifications  
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3.6 Do not make direct updates to  MSCRM Databasess 

Summary and Intent 
Applications may not update the Microsoft Dynamics CRM ConfigDB or MSCRM Databases directly. 

How to Comply 
Database updates must be performed via the following interfaces  

• CRM Web services CrmService, MetadataService, Discovery Service and Deployment 
Service 

How To Test: 
TBD 

3.7 Do not leverage data synchronization mechanisms in Microsoft Dynamics CRM to 
synchronize application data  

Summary and Intent 
Applications may not depend on the mechanisms in Microsoft Dynamics CRM that synchronize data 
between Outlook and the CRM databases. This includes modifying the Microsoft Dynamics CRM 
synchronization logic, and using this mechanism to trigger synchronization of application data.  

How to Comply 
Applications must implement their own data synchronization mechanism if applicable. 

Test Methodology 
Using the Outlook Client changes will be made on-line and off-line to ensure changes are saved and 
data synchronizes correctly. 

Criteria for Passing 
Any issues with data synchronization will be flagged and could be grounds for failure of ISV 
application. 

User Experience & Usability 

Summary Exceptions 
(On-
Premise) 

Exceptions 
(Live) 

4.1 Do not re-use Microsoft Dynamics CRM user interface controls on 
custom pages. 

4.2 Do not directly modify Microsoft Dynamics CRM ASPX pages. 

None None 

 

4.1 Do not re-use Microsoft Dynamics CRM user interface controls on custom pages. 

Summary and Intent 
Microsoft Dynamics CRM user interface controls are not designed to be hosted outside of Microsoft 
Dynamics CRM pages. As such any overriding or use of these controls in custom pages would prevent an 
ISV solution from being compliant. 
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How to Comply 
Applications must implement their own web controls if controls are needed outside of Microsoft Dynamics 
CRM pages 

Test Methodology 
Custom ASPX pages will be reviewed for any references to the following namespaces: 

• Microsoft.Crm.Application.Forms 
• Microsoft.Crm.Application.Controls 
• Microsoft.Crm.Application.Components.UI 
• Microsoft.Crm.Application.Controls.Localization 
• Microsoft.Crm.Application.Components.Sdk.FormControls.Web 

Criteria for Passing 
If any of the custom ASPX pages reference one of the specified assemblies the solution will fail 
certification. 
 

4.2 Do not directly modify Microsoft Dynamics CRM ASPX pages. 

Summary and Intent 
Microsoft Dynamics CRM ASPX pages can only be customized through the use of the forms designer 
provided in the product or through the import customization interface. Any other types of modifications 
may break upgrade or customer customization. 

How to Comply 
Use the built-in customization functionality to modify Microsoft Dynamics CRM forms and the ISV.config. 
to provide new buttons and menu items.. 

Test Methodology 
Verify that none of the ASPX pages have been modified after install of the ISV solution. 

Criteria for Passing 
Any modification of the ASPX pages on the file system will be flagged and be grounds for failure of the 
ISV solution. 

Setup 

Summary Exceptions 
(On-
Premise) 

Exceptions 
(Live) 

5.1 Provide installation/un-installation instructions None None 
 

5.1 Provide installation/un-installation instructions 

Summary and Intent 
Documented installation instructions are required for products so that customers can install and configure 
the application.  

How to Comply 
It is recommended that the installation procedure include an automated installation program (see below), 
but this is not required. Documentation of the installation procedure, with sufficient detail for someone 



 

 

24 
 

MICROSOFT  DYNAMICS CRM  ISV SOLUTION SOFTWARE TEST GUIDELINES 

with typical system administrator/database administrator skills for Windows Server, SQL Server, and 
Microsoft Dynamics CRM are required.  

Note: Installation instructions for products are required, even if the products are typically installed by a 
specialist who travels to customer sites. 

 

Note: Note that an installation program and un-installation program is recommended for an ISV solution. 
For .NET Framework–based applications, Microsoft recommends the use of the Windows Installer, an 
application installation and configuration service. The Windows Installer is an operating system 
component that centrally manages application installation configuration and application uninstall. The 
Windows Installer lets the operating system manage application setup and configuration, and provides 
the following benefits: 

• It manages reference counting and version checking of shared components. 

• It provides a reliable and complete uninstall procedure that includes correct handling of shared 
components. 

• It automatically repairs damaged applications when they are started.  

• It uses transaction-based installation: the Windows Installer can roll back to the earlier installed 
version of the application without error. 

 

Test Methodology 
An ISV must provide a detailed guide on how to install and configure their product. The provided 
installation instructions will be used to configure the application for the purposes of this Application 
Testing process. 

Criteria for Passing 
If installation instructions are not supplied with ISV product then it will lead to test failure for ISV 
application. 
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Recommendations 
 
Summary 

6.1 Translation and Localization 

6.2 Reporting 

6.3 Security 

6.1 Translation and Localization 

Summary and Intent 
Microsoft Dynamics CRM 4.0 now supports multiple languages per installation, where each user could 
have a different UI language. To operation as expected an ISV solution should detect and render any UI 
based on the user’s language.  
. 

How to Comply 
In script and Iframe integration check the user language to determine the correct language to render. 
Specifically use the script global variable USER_LANGUAGE_CODEor the userlcid query string 
parameter for Iframe and ISV scenarios. 

• Reference: SDK Help Customization Guidelines 

6.2 Reporting 

Summary and Intent 
When building reports it is important that the correct practices are used so that the reports can be 
upgraded and maintained. Multi-currency adds new design patterns which need to be followed so that 
calculations are accurate and have the correct formatting. 

How to Comply 

• Always go through filtered views and never directly to tables. 
• Only use SELECT statements. Do not user INSERT/DELETE statements. 
• On drill-downs, do not hardcode the URL, use CRM_URL parameter instead. 
• Do not sum on non-base currency columns for money fields. 
• For money fields, formatting has to be provided for each row.  
• Reference: SQL Reporting Services (SRS) Implementation guidelines 

6.3 Security 

Summary and Intent 
It is very important that the Microsoft Dynamics security features are honored and not compromised by an 
ISV solution. Solutions should expose the minimum amount of privileges to provide the required 
functionality.    

How to Comply 

• Do not bypass Microsoft Dynamics CRM security features 
• Do not impersonate users  
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Impersonation should be used only when no other options are possible. Using impersonation means that 
the ISV solution might be abused to accomplish an action which a user does not have the correct 
permissions. 

Best Practice GuidelinesBest Practice GuidelinesBest Practice GuidelinesBest Practice Guidelines 
The following best practices are strongly recommended for use by ISVs, but they are not part of the test 
process. 

BP1.1 Trustworthy Computing Requirements 

Summary and Intent 
Your application should comply with the following trustworthy computing requirements: 

• Requirement 5.1: Before the development begins, development staff should complete security 
and Security Development Life cycle (SDL) training. 

• Requirement 5.2: During the implementation phase, the ISV should establish and follow security 
development best practices. 

Resources 
For more information, see the following: 

• Microsoft Trustworthy Computing Web site 

• Howard, Michael and David C. LeBlanc. Writing Secure Code. Second Edition. Redmond, WA: 
Microsoft Press, 2002 

• Microsoft Press: Writing Secure Code Companion Content 

How to Comply 

• Read Writing Secure Code, Second Edition, by Michael Howard 

• Complete the following two Microsoft eLearning security courses: 

• Clinic 2806: Microsoft Security Guidance Training for Developers 

• Clinic 2807: Microsoft Security Guidance Training for Developers II 

BP 1.2 ISV Should Establish and Follow Secure Development Best Practices 

Summary and Intent 
Your application development team should establish, communicate, and follow specific best practices for 
developing secure code. This approach will help them detect and remove security defects as early as 
possible in the development process. There are a number of resources, tools, and processes that you 
can use to accomplish this goal. The time and effort you take to apply best practices early in the product 
development cycle can prevent a more costly response to security defects later in the development cycle, 
or even more painful responses after product release. 

Resources 
For more information, see the following: 

• MSDN Library: Creating Named Shared Memory 
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BP 1.3 ISV Application Should Run on Different Language-specific Platforms  

Summary and Intent 
The ISV application must be able to run on different language versions of the Microsoft Windows® 
operating system and on different language versions of databases. 

Resources 
See standard Microsoft Windows and Microsoft SQL 2005 documentation on this topic. 

How to Comply 
You must ensure to test that the application can run on different language versions of the operating 
system and different versions of the Microsoft SQL Server 2005 database.  

Test Methodology 
During the in-lab test, the test vendor will perform a qualitative review to determine whether your 
application follows this rule by running your application on top of different language versions of Microsoft 
Windows and Microsoft SQL 2005. 

Criteria for Passing 
This requirement is mandatory. If the ISV application does not run on different language platforms, it will 
fail the test.  

BP 1.4 Security Development Best Practices 

Summary and Intent 
Your application development team should establish, communicate, and follow specific best practices for 
developing secure code. This approach will help them detect and remove security defects as early as 
possible in the development process. There are a number of resources, tools, and processes that you 
can use to accomplish this goal. The time and effort you take to apply best practices early in the product 
development cycle can prevent a more costly response to security defects later in the development cycle, 
or even more painful responses after product release. 

How to Comply 
For .NET Framework–based applications, follow these guidelines: 

• C# compiler: Use the latest version of the Microsoft Visual Studio® .NET development system. 
Use the specified compiler and linker flags for .NET Framework–based applications. 

• csc.exe: Use version 8.0.50727.42. 

• .NET Framework: Use version 2.0.50727. 

• FxCop: Use the latest version of FxCop to locate and fix all security-related issues. 

• Follow the guidelines in the SDL Shared section (that is, have no writable PE shared sections).  

Test Methodology 
The test vendor will verify that your application meets the best practices requirements, as follows: 

• Tools and processes: The vendor will perform a qualitative review to make sure that required 
processes and tools are in place and that processes were successfully executed. (The vendor will 
not audit the output of your tools and processes.) 

• FxCop: The vendor will run FxCop and will require that you fix all reported issues. 

• .NET Framework SDL Shared Section requirements (no writable PE shared sections): The 
vendor will run tools and require that you fix all reported issues. 
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Criteria for Passing 
This recommendation is not mandatory. If the ISV application does not follow security guidelines, it will 
not fail the test.  

1.5 Security Development Lifecycle (SDL) Training 

Summary and Intent 
Microsoft has adopted a process called the Trustworthy Computing Security Development Life Cycle 
(SDL) to help make sure that software development follows security best practices. Security best 
practices require that developers are aware of secure coding practices including threats and 
countermeasures, and that they use the most recent versions of the Microsoft Visual Studio® 
development system, the .NET Framework, ADO.NET, and other tools and technologies. These tools 
provide the greatest compatibility with the platform infrastructure and provide the latest security 
advancements.  

In addition, SDL requires that developers should fix critical bugs that compromise security and perform 
security code reviews based on guidelines and checklists described in Appendix D of Writing Secure 
Code by Michael Howard and David C. LeBlanc. These reviews help ensure that the software design 
meets minimal trustworthy computing standards. 

Resources 
For more information, see the following: 

• Microsoft Trustworthy Computing Web site 

• Howard, Michael and David C. LeBlanc. Writing Secure Code. Second Edition. Redmond, WA: 
Microsoft Press, 2002 

• Microsoft Press: Writing Secure Code Companion Content 

How to Comply 
To satisfy the education requirement, all developers should complete the following: 

• Read Writing Secure Code, Second Edition, by Michael Howard 

• Complete the following two Microsoft eLearning security courses: 

• Clinic 2806: Microsoft Security Guidance Training for Developers 

• Clinic 2807: Microsoft Security Guidance Training for Developers II 

To verify that your staff has satisfied this requirement, prepare a checklist or training documentation (such 
as a training overview, a Microsoft PowerPoint® presentation, class handouts, or syllabus), and include 
these items in your test submission package. 

Test Methodology 
The test vendor will review your training documentation to verify that your staff has completed the 
appropriate training. The vendor will use a score card similar to the following table. 

 Company Developer Name Date Completed 

Writing Secure Code    

Clinic 2806    

Clinic 2807    

Other    
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Criteria for Passing 
This recommendation is not mandatory. If the ISV application does not follow security guidelines, it will 
not fail the test.  
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Appendix A: Application VerifierAppendix A: Application VerifierAppendix A: Application VerifierAppendix A: Application Verifier    
Application Verifier (AppVerifier) is a tool available for download from Microsoft. AppVerifier comes with 
the Windows Application Compatibility Toolkit, which can be downloaded from 
http://www.microsoft.com/downloads/details.aspx?FamilyID=bd02c19c-1250-433c-8c1b-
2619bd93b3a2&DisplayLang=en . 

AppVerifier is a collection of tests that monitor an application's use of the Windows operating system, 
including the file system, registry, memory, and APIs. AppVerifier is intended to be used during the 
application development and testing process. It helps developers identify potential application 
compatibility, stability, and security issues. 
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Appendix B: Testing Windows resource usage using App VerifierAppendix B: Testing Windows resource usage using App VerifierAppendix B: Testing Windows resource usage using App VerifierAppendix B: Testing Windows resource usage using App Verifier    
1. Install the test application. 

2. Launch AppVerifier 

3. For {default} in the Applications list, select the following: 

Heap 

PageHeap 

Locks 

Handles 

 
4. Ensure that the properties window is open and ensure that Propagate tests to child processes are 

selected. 

5. If using a debugger with Application Verifier testing, click Options and be sure that the debugger settings 
disable break on first chance exceptions (this is the -x option in Windows NT Symbolic/Systems 
Debugger [NTSD]). For information on debugging tools for Windows, see the Microsoft Debugging Tools 
site at http://www.microsoft.com/whdc/ddk/debugging/default.mspx. It is a good idea to also set no break 
on start or stop. If using NTSD, this option looks like the following: 

ntsd -g -G –x 



 

 

32 
 

MICROSOFT  DYNAMICS CRM  ISV SOLUTION SOFTWARE TEST GUIDELINES 

6. Select Add. 

7. Browse to the location of the test main executable and select it. 

8. Exercise the application’s primary functionality. 

What to Expect 

The application will run slower, sometimes very much slower. This behavior is expected because 

of the test overhead. As long as the application does not terminate or crash, and eventually does 

respond, this behavior is not a failure. 

The application may not launch. This means that the application failed a test during launch. 

Note: Any test that doesn’t run when checked is a fail for that test. 

The application may crash and prompt to have a debugger attached or launch a “Please tell 
Microsoft about this problem” window. Some of the tests will crash your application if a fault is 
detected. 

9. Close the test application. 

Note: Even if you close Application Verifier, the testing will still be turned on for all selected 

components. To stop Application Verifier testing of components, you must remove them. 

10. Select all installation .exe files. 

11. Select Remove. 

12. Close Application Verifier. 
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Appendix C: Testing WFP and Unsigned Drivers with AppVerifierAppendix C: Testing WFP and Unsigned Drivers with AppVerifierAppendix C: Testing WFP and Unsigned Drivers with AppVerifierAppendix C: Testing WFP and Unsigned Drivers with AppVerifier    
Do not install test application, but ensure that the setup for the test application is accessible. This step 
may require stopping the application’s setup if Autorun caused it to start. 

1. Launch Application Verifier. 

2. For {default} in the Applications list, select the following: 

KernelModeDriverInstall 

DFWChecksAll. 

3. Ensure that the properties section is open and ensure that Propogate tests to child processes are 
selected. In the DSW tab check only the option “Do not attempt to replace files that are protected 
by windows File Protection” 

4. Select Add. 

5. Browse to the location of the test application's Setup .exe file and select it. 

6. Start the installation of the. 

7. Complete the install 

8. Select View Logs to see the log entries that were generated. 

Note: Even if you close Application Verifier, the testing will still be turned on for all selected components. 
To stop Application Verifier testing of components, you must remove them. 

9. Select all installation .exe files. 

10. Select Remove. 

11. Close Application Verifier. 
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Appendix D: Using sigverif.exe to identifyAppendix D: Using sigverif.exe to identifyAppendix D: Using sigverif.exe to identifyAppendix D: Using sigverif.exe to identify    Unsigned DriversUnsigned DriversUnsigned DriversUnsigned Drivers    
Steps to Use sigverif.exe: 

1. Select Run from the Start menu. 

2. Type sigverif and press Enter. 

 
3. Click the Advanced button. 

4. Ensure that the Logging tab is open 

5. Select the Save the file signature verification results to a log file check box. 

6. Select Append to existing log file, and then select OK. 

7. Select Start. At this point, File Signature Verification checks for your file(s) signature(s). 

8. Select OK. 

9. Click the Advanced button. 

10. Select the Logging tab. 

11. Click View Log. 
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Appendix E: Using Driver VerifierAppendix E: Using Driver VerifierAppendix E: Using Driver VerifierAppendix E: Using Driver Verifier    
Any kernel mode driver installed by your application must pass the following Driver Verifier test:  

Functionality Tests with Standard Kernel Testing Enabled 

 

You use the Driver Verifier Manager (Verifier.exe), installed by default on all Windows installations, to set 
up the Windows kernel to perform this test. The kernel reports driver verification failures by breaking to an 
attached kernel-mode debugger. For information on debugging tools for Windows, see the Microsoft 
Debugging Tools site at http://www.microsoft.com/whdc/ddk/debugging/default.mspx. 

 

This appendix gives you an overview on using the Driver Verifier for Certified for Windows Logo testing. 
For more detailed information and ideas on using the tool to help diagnose driver problems, visit the 
MSDN Web site and search for “driver verifier”. In particular, look for information on driver verifier on the 
Driver Development Tools: Windows DDK page. Also see the Driver Verifier in Windows XP site at 
http://www.microsoft.com/whdc/DevTools/tools/DrvVerifier.mspx. 

 

1. To start Driver Verifier Manager, type the command verifier in the Run dialog box from the Start 
menu or from a command line, or browse to <systemroot>:\Windows\system32 in Windows 
Explorer and double-click the Verifier.exe icon. 

2. Select “Create standard settings”, click Next. 

3. Choose “Select driver names from a list”. Click Next. 

4. Select the kernel mode drivers installed by the application, identified in the AppVerifier log. Click 
Finish. If the drivers aren’t listed, click on “Add currently not loaded driver(s) to the list…”, and 
select all the drivers for your application that were not on Driver Verifier Manager’s list. (You can 
use the SHIFT and CTRL keys to select several drivers in the dialog box). Click Open to add the 
drivers to Driver Verifier Manager’s list. 

5. Reboot the system, and exercise the application’s primary functionality. 

6. Upon completion of testing, stop driver verifier. Load Driver Verifier Manager as described above. 

7. Select “Delete existing settings”. Click Finish. 

8. Click Yes. 

9. Reboot the system. 

 


